Strategic Systems Technology, Inc.




Staffing Requirement

Labor Category:
JWICS System Specialist 
Position Number:
SSTI-A-001-70
Number of Positions:
2
Program/Project:
O - 001
Location:

Barksdale AFB
Hiring Manager:
Stockley

Task Description/Responsibilities:

The JWICS System Specialist shall provide expertise to support all aspects of systems operations for a JWICS Windows Microsoft based server environment to include the following:  
· build, configure and install new computer and/or communications systems in accordance with Defense Intelligence Agency (DIA), AF and local policies; 
· perform security scans of JWICS network; 
· perform corrective actions of discovered security vulnerabilities; 
· perform application of approved security patches;

· test systems for proper operation after application of security patches/vulnerability remediation.
· support system administration duties which shall include:  
· submitting proposed network and system update recommendations to management for review/approval; 
· assisting systems administration functions including account management, user support, system upgrades, system restorations, system backups, status monitoring and reporting, and disposition of system/network assets at end of lifecycle
· provide system administration and maintenance assistance/support for Information Assurance Management Duties and Cisco based networking environments as well as encryption equipment, modems, single and multimode fiber optic circuits, Cisco Secure Voice over IP, Secure Desktop and Suite VTCs, local area networks, wide-area networks, and metropolitan area networks

Minimum Qualifications:

Education:

· B.S or BA degree or equivalent education and experience
Experience:
Qualified Candidates shall possess a minimum of eight (8) years Hands-On IT or JWICS experience in a Verifiable IT billet, plus applicable IT Certifications IAW DoD Inst. 8570.01-M
Additional Requirements:

· Qualified Candidates shall possess: 
· CISSP, and an IAT Level III certification. 
· Expertise with Standard intelligence automation applications (TAC, CRATE, COLISEUM, INTELINK, A-SPACE, AMHS, M3 Message Handling System, GCCS or C2PC, JWICS, SIPRNET highly desired).
· Expertise with Windows Server Administration (NT, 2000, 2003, 2008) and Active Directory
· Experience in the following networking environments:  Transmission Control Protocol (TCP/IP), Windows Internet Naming Service (WINS), Domain Name Service (DNS), and Domain Host Configuration Protocol (DHCP).
· Experience with all of the following:  Microsoft Office (Word, PowerPoint, Access, Excel, Outlook), Storage Area Networks (SAN), Microsoft Exchange Server 2003, 2008, & 2010, Microsoft Windows Server 2003/2008, Microsoft SharePoint 2007/2010, SMS 2003/Systems Center Configuration Manager 2007, System Center Operations Manager 2007, Active Directory, Group Policy, batch files, scripting languages, Printing Services, Distributed File System, Windows Vista/XP/7 and NetApp Storage Area Networks.
· Must possess excellent oral and written communication skills
· Must be a US Citizen

Security Clearance:

· Must Possess a Current DoD TS/SCI Security Clearance and be eligible for indoctrination for SI, NC2, and SAP access.  May also require a Full Scope/Life Style Poly.[image: image1.png]



An Equal Opportunity Employer, M/F/D/V

Send detailed resume and salary requirements to:  humanresources@strategic-systems-technology.com with cc: to Stockley_Robert@strategic-systems-technology.com
Resume Format and Employment Application can be found at: www.strategic-systems-technology.com

