
  

  

Systems Administrator | San Diego, CA 

Security clearance required: Possession of an ACTIVE SECRET security clearance with a Special 

Clearance Investigation is required to begin employment; US Citizenship is required. 

Education: Bachelor’s Degree (Degree in Engineering, Science, Mathematics, or Business) 

Experience: Must have at least five (5) or more years’ experience in respective field.  IAT II Level 

certification or higher (Security +, CISSP, CASM, CEH, etc)  

Travel: Yes 

Location: San Diego, CA 

Scope of Effort Tasks:  Application System Analyst is responsible for the upkeep, configuration, and reliable 

operation of computer server systems.  Conducts analysis on legacy applications to determine required resources, 

dependencies, and risks in transitioning system to a consolidated data center.  Plans system transitions, builds 

servers, hardens server OS, incorporates government security patching, assist in installing and testing of 

applications, and transition of system into a sustainment environment.  Works with database specialist to 

transition data from legacy to consolidated data centers.  Seeks to ensure that the uptime, performance, 

resources, and security of computers meet the needs of the users, without exceeding the budget.  Other duties 

may include project management for systems-related projects and documentation of system architecture. 

 Transition systems from legacy environment to data center environment 

 Ensures availability of computer systems 

 Troubleshoots issues 

 Configures the server operating systems and system software 

 Plans, tests, and implements software and hardware upgrades 

 Defines data transfer and communication protocols that meet DON and DoD security policies 

 Integrates Public Key Infrastructure (PKI) Certificates for encrypted Secure Sockets Layer (SSL) 

communications on the Web servers 

 Installs required security patches on operating system and system software packages, software 

and hardware integration planning, testing, and hardware and software design implementation 

 Demonstrate sufficient knowledge and experience to appropriately apply a methodology to 

projects that have reasonably well-defined project requirements and deliverables 

 Proficient in Microsoft Office products and SharePoint 

 
AT Titanium Cobra Solutions it is Our Passion Is Making a Difference - Tactfully Challenging the Status Quo 
While Successfully and Efficiently Delivering Solutions That Add Real Business Value to an Organization. For more 

information please visit www.titaniumcobra.com 

Why Us? Titanium Cobra Solutions has built a sustaining reputation and customer expectation for embedding 

quality assurance methods and process improvement practices into all product and service deliveries. Please 

send your resume to careers@titaniumcobra.com. 
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