SOLDIER FOR LIFE TRANSITION ASSISTANCE PROGRAM
JOB LEAD

Company: The Conrad Group
DATE OPEN: 10-01-16 DATE CLOSE: till filled

Job title: Senior Security/Network Engineer

Location: Germantown Maryland

Position Status: full time with comprehensive benefit package

Number of VVacancies: 1

SALARY:: $110 to $130K

SKILLS/DUTIES: Job Description

The successful Network Security Engineer will be responsible for providing network and IT security
services support to both company and clients and be comfortable working directly with customers.
The Network Security Engineer will be responsible for:

[0 Administration of a variety of manufacturers’ network/security equipment such as Cisco firewalls,
Intrusion Prevention Systems (IPS), network routers, switches, wireless access points, and DWDM
equipment.

[ Installs and supports computer networks such as local area networks (LANs), wide area networks
(WANS), the Internet, intranets, and other data communications systems in both a traditional network
environment and a Cloud environment.

[ Setup and teardown of network infrastructure for customer DR exercises.
1 Application of security updates and software patches in a timely manner.
[ Monitor network usage and security and assesses network performance
] Provide network planning recommendations to management.

"1 Assist the Sales Team with the design and configuration of a prospective customer’s DR network
infrastructure.

Required Skills

A successful Network Security Engineer will have the requisite experience with:

0 3+ years configuring and administering Cisco ASA with experience on the Cisco ASA5500-X
series firewalls with FirePOWER. Must be proficient with NAT/PAT, ACL, VPN



o0 Configuring and administering Cisco IDS/IPS/SourceFire

o Implementing botnet traffic filtering

o Configuring application filtering and protocol inspection

o0 Configuring Cisco Nexus and Catalyst Ethernet switches

o0 Solid understanding of BGP and OSPF routing protocols with IPv4 and IPv6 experience
o Networking/firewall technologies in a virtualized infrastructure, i.e. ASAv, vSheild Edge Nexus
1000v, etc.

0 IPv4 and IPv6 experience — support and implementation

o Packet capture and analysis experience (Sniffer; Wireshark; etc.)

o Configuring Cisco Secure Access Control Server (ACS)

o0 TACACS+; RADIUS; LDAP authentication

o SolarWinds NPM and ELM configuration and management

Education/Technical Certifications
" CCNP certification required, however a CCNA certification is acceptable provided the candidate
has passed the CCNP Security SENSS and SITCS examinations.

Security Clearance
o Eligible to obtain and maintain a DoD security clearance

Compensation/Benefits

Company offers a competitive salary and benefit package, including group medical/dental, life
insurance and 401K.

Job type: Full-time

Equal Opportunity Employer

Additional Information: Privately held, rapidly growing MD 1-270 technology company,
delivering world class traditional and cloud based disaster recovery and business continuity
solutions to governmental and enterprise clients across the U.S.. Recognized as an industry
leader by Gartner ®, Forrester(R) and other leading industry analysts, is seeking talented,
dynamic individuals to join their team.

This is a great opportunity for engineers looking to work in a state-of-the-art facility with the
most current technologies available.

The most important technologies are Cisco ASA Firewall implementation — 5500x series. Also,
IDS/IPS experience.

How to apply: please email lconrad@verizon.net

Point of Contact: Lynn Conrad — Recruiter — The Conrad Group 910 949 2360



