
Information Assurance Systems Engineer - MacDill AFB, FL (TS/SCI) 
Advanced C4 Solutions 

 

 
 
AC4S is seeking an experienced, highly skilled, self-directed, Information Assurance Systems Engineer supporting our 
clients Fort Campbell. 
 
About Advanced C4 Solutions: AC4S was founded by 3 military veterans deployed in a tactical, austere 
mission environment. They envisioned industry augmenting our military forces with commercial, industry-best-
practices-based IT Services and Solutions, rapidly deployable worldwide.  AC4S has evolved into a highly skilled team of 
professional IT and communications engineers, planners and operators with a deep affiliation and history supporting the 
Joint Communication Support Element (JCSE) and other DOD and Intelligence Community entities. AC4S provides 
services and solutions support in four main lines of business: C5ISR, Cyberspace Operations Services and Solutions, 
Professional Support Services and Mission support services. 
 
  
Duties: 

 Serves as primary engineer and Information Assurance SME for cyber security on an Army tactical network.   
 Provides system analysis, planning and implementation of network security measures such as firewalls, intrusion 

detection systems, host intrusion protection systems, and antivirus.  
 Will enforce compliance standards by conducting networks scans and remediate systems that are out of 

tolerance.  
 Maintains the standard operating procedures that support the Army Information Assurance Program (AIAP) for 

FORSCOM elements stationed at Fort Campbell; Serve as SME for the Division and Brigades IAMs / IASOs, 
interpret FORSCOM and DA directives and provide continuity for the Brigades and Division during deployments 
and during personnel rotations; plans for anticipated training requirements upon the units return. 
Responsible for management and implementation of all Information Assurance Programs.   

 Performs configurations of networking service devices, troubleshoots network systems, and assist in 
network/service configuration management and policy creation and implementation.  

 Develops the standard Tenant Security Plan (TSP) in accordance with the Department of Defense Information 
Assurance Certification and Accreditation Program (DIACAP) Requirements.  

 Implements and maintains a secure network environment by ensuring all Information Assurance security 
patches are installed on the network in accordance with Information Assurance Vulnerabilities Alert 
Management (IAVAM).   

 Maintains and evaluates unit level training requirements for all FORSCOM units on Fort Campbell.  
 Conducts the Senior Commanders Information Assurance Command Inspection Program.   
 Ensures compliance with security principles and methods. 
 
Requirements: 
 Eight (8) years engineering experience in C4ISR related program to include multiple areas of:  hardware or 

software design, analysis, systems administration, network design, system/equipment support, or test and 
evaluation.  

 Experience: computer network support, to include:  installation and maintenance help desk support, network 
configuration and monitoring, telephone support, and system administration. 

 Must have Security + certification. 
 
 

An Equal Opportunity Employer, including disabled and vets 
 
 

Please send resumes and questions to Angelina Rupert (Angelina.rupert@ac4s.com / 813-983-7474) 

mailto:Angelina.rupert@ac4s.com

